
“Expertise is never lacking at
Amatas, and I’m
continuously impressed with
their breadth of knowledge.
They make it easy to engage
with their subject matter
experts at any time and
close any gaps in our in-
house capabilities, ensuring
all of our cybersecurity
initiatives are executed
flawlessly, and providing the
peace of mind we need to
move forward with our
business objectives.”

Brett Bies
SVP and Chief
Information Security
Officer, First Fed 

First Fed Cuts Costs,
Benefits from
Comprehensive
Information Security
Strategy with Virtual CISO
Services from Amatas 

CASE STUDY

Fill the critical role of Chief Information
Security Officer (CISO) 

Develop and execute on a comprehensive

Information Security Strategy 

Refine strategy and programs for risk

assessment, ransomware and privacy 

Reduce operational overhead and

eliminate the risk of turnover at the

executive level 
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A subsidiary of First Northwest Bancorp (FNWB), First Federal Bank is a local community bank on

the Olympic Peninsula in Washington State, which has served customers and communities since

1923. Currently, First Federal has 15 locations offering services in Clallam, Jefferson, King, Kitsap

and Whatcom counties.  

In early 2020, the bank was without an Chief Information Security Officer (CISO) and looking to fill

that role, either with a full-time new hire or fractional CISO services, to develop its cybersecurity

strategy and execute on its digital transformation initiatives.

First Federal is located in a rural area of Washington

state, which makes recruiting top talent for the

Cybersecurity team challenging. “We were struggling

with finding a good fit for the CISO role,” said Brett

Bies, CISO at First Federal. “We went through a

couple of hires, but they didn’t work out in the long

run. Finding qualified candidates who were local to

our headquarters wasn’t easy.” 

Bies had met Amatas CEO Boris Goncharov at a

summit conference a few years prior, and initiated a

conversation with him about providing fractional

CISO services.

Enlisting Amatas on a consulting basis would

eliminate the hassle of having to find and hire

 

C H A L L E N G E S  

L O C A L  T A L E N T  W A S  E X P E N S I V E  A N D  S C A R C E  

B A C K G R O U N D  

“In my discussions with
Boris, I realized we didn’t
need to hire someone local,
and we could save money by
hiring a consultant versus
paying a high salary for a
full-time CISO role,”

Brett Bies
SVP and Chief
Information Security
Officer, First Fed 

After exploring all options, the bank enlisted the help and expertise of Amatas, who
provided fractional support and enabled First Fed to accomplish their goals for less than
half the cost of hiring a full-time CISO. 

someone who would be a good fit over the long term, as well as the high overhead associated

with training and benefits for a new hire. “Amatas could hit the ground running, and we

could re-allocate the savings to invest in other areas of the business.”



Working with Amatas, Bies gained on-
demand access to a team of subject matter
experts to assist with a variety of initiatives.
The team meets regularly to collaborate on
strategy and objectives, and conduct
training with the bank’s in-house
Information Security Analyst. Additional
engagements with Amatas have included
ransomware business continuity exercises,
a comprehensive privacy program, and risk
assessments for various vendors and
cybersecurity products.

For example, Amatas helped Bies evaluate and select solutions for video conferencing, cloud

storage and encryption by conducting thorough risk assessments for the vendors and their

product offerings. “We were impressed by their framework for assessing vendors and products,

and asked them to help us develop a similar process internally,” Bies said. “Amatas is providing

expert guidance and best practices as we implement that framework, and they’re helping us

automate the workflow using our internal risk assessment platform, as well.”  

A S S E S S M E N T S  A N D  A N A L Y S I S  P A V E  T H E
W A Y  F O R  I M P R O V E M E N T S  A N D  A U T O M A T I O N  

First Federal embarked on a long-term engagement with Amatas to provide fractional CISO

consulting services, beginning with developing the overarching information security strategy.

Amatas began with an assessment of First Federal’s current information security program by

conducting a series of reviews of existing policies and procedures. “Boris and his team

analyzed our current state, identified gaps to determine where we needed to make

changes, and provided recommendations about how to accomplish our goals for the next

three years,” Bies said. “They also offered guidance for complying with National Institute of

Standards and Technology (NIST) standards and implementing proven best practices.”  

S O L U T I O N



T E A M  O F  S M E S  P R O V I D E  B R E A D T H  A N D
D E P T H  O F  K N O W L E D G E  A N D  S K I L L S  

Bies added that working with Amatas provides competitive advantage, because they bring

a deeper understanding of the cybersecurity landscape, innovative approaches and fresh

thinking, and a broader perspective around how to tackle new threats and challenges facing the

industry. “When you hire someone internally, there's always a risk of being confined to that

individual’s limited perspective and approach, or, worse yet, getting them up to speed only to

have them leave the organization,” Bies said.

Bies said that First Federal’s decision to engage with Amatas has helped the bank reduce

operational overhead while benefiting from deep and broad expertise in cybersecurity strategy,

processes and best practices. “If we had hired an CISO internally, we would have been spending

in excess of $150,000 per year just for the base salary,” he said. “Our engagement with Amatas

cost less than half of that, and instead of just one security expert, we have a team of seasoned

cybersecurity veterans who are experts in a variety of areas — and we can call on them for

assistance and guidance, as needed.” 

R E S U L T S  

““Amatas not only understands our
business and objectives, they provide us
with an external perspective of the
industry as a whole. They’ve really
helped us to understand the threats that
are out there, and how other industry
leaders are addressing those challenges.
That gives us a competitive edge.” 

Brett Bies
SVP and Chief Information Security
Officer, First Fed 



Now that First Federal has defined its long-term information security strategy, the next step is

execution. “Not only have we leveled up on the cybersecurity maturity scale, we now have a

long-term plan to continue to evolve and mature as an organization,” Bies said. “We’ll be

working with Amatas over the next year to execute on our plan and get to the future state

we’ve defined.”  

 

After that, Amatas will help Bies’s team develop its privacy program. “There’s a lot of new

legislation on the horizon around privacy, and Amatas has the legal and regulatory

expertise to get us on the right path,” Bies said. 

First Fed is in discussions with Amatas about filling the role of Privacy Officer with a virtual

consultant, in addition to fractional CISO services. “Expertise is never lacking at Amatas, and I’m

continuously impressed with their breadth of knowledge,” Bies said. “They make it easy to

engage with their subject matter experts at any time and close any gaps in our in-house

capabilities, ensuring all of our cybersecurity initiatives are executed flawlessly, and providing

the peace of mind we need to move forward with our business objectives.”  
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