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GOALS

Proactively safeguard the
IT infrastructure against
cybercrime

Discover and remediate 
any found vulnerabilities
and weak points

Strengthen the organization’s 
security posture to protect
intellectual property and
sensitive data

“The approach Amatas took was extreme-
ly thorough. They really went down to the 
nitty-gritty and inspected everything on 
our network, from devices to the services 
and tools we use, to our own VPN. They 
went beyond what I expected and pointed 
out critical weaknesses that, if we hadn’t 
known about them, could have left us vul-
nerable to an attack.”

- Alex Riess, CTO, Eclipse
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BACKGROUND

Eclipse® Corporation (Eclipse) provides a full range of customer com-
munications software for automating the production of enterprise-class 
e-forms, documents and labels. The company’s flagship product, Doc-
Origin, was built from the ground up by its founders - pioneers in the 
document automation industry who developed Adobe Central and Jet-
Form. 

In early 2021, Eclipse’s IT team decided to take a proactive approach 
against cybercrime by enlisting the help of Amatas for penetration test-
ing. Amatas provided comprehensive and thorough penetration testing 
services to help Eclipse pinpoint any vulnerabilities in their IT infrastruc-
ture and provide the information they need to safeguard their organiza-
tion  and customers  from cyber threats.
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CHALLENGES

Although Eclipse had not experienced any malicious activity, they sus-
pected there could be unknown vulnerabilities, as there are with any 
corporate network. Daniel Dimm, Vice President of Business Develop-
ment at Amatas, who had worked at Eclipse previously, reached out to 
Eclipse’s CTO, Alex Riess, and suggested running penetration testing as 
a preemptive measure. 

“I know and trust Daniel, so when he 
recommended the testing as a way 
to strengthen our security posture 
against ransomware, DDoS attacks 
and other threats, I didn’t hesitate to 
take his advice,” Riess said.
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According to the Cybersecuiry and Infrastructure Security Agency, the 
most common tactics hackers use to execute ransomware attacks are 
email phishing campaigns, remote desktop control (RDP) vulnerabilities 
and software vulnerabilities - all of the tactics that can be targeted by 
penetration testing services, such as those provided by Amatas.

CHALLENGES
In the wake of the pandemic, cybersecurity incidents have plagued
enterprise IT organizations: 

Malicious emails are up 600%, and it’s estimated
that 1 in every 6,000 emails contain suspicious
URLs, including ransomware.

Netscout researchers reported there were
5.4 million DDoS attacks in the first half of 2021
alone an 11% increase from the same period in 2020. 

Data breaches in 2021 have already surpassed
the total number of events in all of 2020 by 17%.

Companies who fall victim to ransomware
experience 21 days of downtime, on average. 

A ransomware attack occurs every 11 seconds,
and the average payout by a mid-sized
organization is $170,404.

https://www.cisa.gov/sites/default/files/publications/CISA_MS-ISAC_Ransomware Guide_S508C.pdf
https://abcnews.go.com/Health/wireStory/latest-india-reports-largest-single-day-virus-spike-70826542
https://www.fortinet.com/blog/business-and-technology/state-of-email-security-more-spam-malware-phishing-ransomware-ahead
https://www.govtech.com/blogs/lohrmann-on-cybersecurity/data-breach-numbers-costs-and-impacts-all-rise-in-2021
https://www.govtech.com/blogs/lohrmann-on-cybersecurity/data-breach-numbers-costs-and-impacts-all-rise-in-2021
https://www.coveware.com/blog/ransomware-marketplace-report-q4-2020
https://cybersecurityventures.com/ransomware-damage-report-2017-5-billion/
https://www.sophos.com/en-us/medialibrary/pdfs/whitepaper/sophos-state-of-ransomware-2021-wp.pdf?cmp=120469
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SOLUTION
Amatas first held a discovery call with Eclipse to determine which IP 
addresses and servers to target. They also decided to run tests against 
Eclipse’s corporate VPN, and worked with Eclipse to set up user profiles 
for access. Amatas then executed a series of tests against Eclipse’s 
corporate environment, including selected addresses within Eclipse’s 
public-facing infrastructure and the internal network. The goal was to 
provide insight from the perspective of a malicious attacker, to identify 
and validate any vulnerabilities, and to assess the impact on the tested 
environment.

Penetration testing was performed between September 2021 and Octo-
ber 2021, during which Amatas uncovered several potential issues and 
vulnerabilities. Amatas leveraged its proprietary methodology, which 
is 90% manual, to perform the testing, applying decades of collective 
knowledge and experience about IT infrastructure, security and vulner-
ability testing.

The testing process was completely
transparent to us and did not impact 
our environment in any way,” Riess 
said. “If we hadn’t looked at the logs, 
we wouldn’t have even known they’d 
done the work.
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ACTIONABLE REPORTING HELPED
REMEDIATE SECURITY ISSUES

RESULTS

The approach Amtas took was extremly 
thorough,” Riess said. “They really went 
down to the nitty-gritty and inspected ev-
erything on our network, from devices to 
the services and tools we use, to our own 
VPN. They went beyond what I expected 
and pointed out critical weaknesses that, 
if we hadn’t known about them, could 
have left us vulnerable to an attack.

Following the penetration testing, Amatas provided Eclipse with a full 
report of the results, then followed up with technicians from Eclipse’s IT 
team to review the findings, one issue at a time. According to Riess, the 
report was easy to understand and provided substantial insights.

Amatas uncovered several critical vulnerabilities that, if left unaddressed, 
could potentially open the door for a cyber attack.
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CLOSING THE DOOR ON CYBERCRIME

With all found vulnerabilities now fixed, Eclipse can have peace of mind 
that its IT infrastructure is secure and protected against potential cyber 
threats. 

The team at Eclipse may enlist Amatas to repeat the testing in the fu-
ture, as their IT infrastructure changes and expands with the company’s 
continued growth. They are also evaluating the possibility of conducting 
cyber awareness training as another proactive measure, to ensure em-
ployees know how to spot a potential threat and report it to IT. 

RESULTS
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We had a great experience with 
Amatas,” Riess said. “They are 
extremely knowledgeable and 
a pleasure to work with, and I 
would recommend their services 
to any organization interested in 
bolstering their security posture 
against cybercrime.
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